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#SAFECARD UKRAINE

UKRAINE TODAY

Article 200
decriminalization

Migration
& unemployment

Anti-terroristic operation

Usage of mobile devices
Is allowed in prisons

1500% growth of Internet
& Social Engineering
fraud

Innovative payment
services & products

Internet of things: to buy,

to sale, to ask help, to
find friends...




#SAFECARD UKRAINE

UKRAINE TOMORROW

Operations with payment instruments and ATMs
in Ukraine are cozy and secure

Citizens do not afraid
to pay cashless




#SAFECARD UKRAINE

WHAT TO CHANGE?

LEAS
awareness
& cooperation

procedures

Citizens awareness

Legislation



#SAFECARD UKRAINE

BUDGET $198,550

= Legislation

= Citizens awareness
= Software

= Cooperation

= Prosecutors
& Judges awareness




PROJECT STRUCTURE

Citizens LEAs awareness
awareness & cooperation

Legislation

| esislation Citizens Software Cooperation Prosecutors
8 awareness Banks & LEAs & Judges
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LEGISLATION
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CITIZENS

EVALUATION EDUCATIONAL MATERIALS CHANNELS




#SAFECARD UKRAINE

SOFTWARE

WEB APPLICATION

MOBILE APPLICATION

CRIME-CHECK ONLINE CARD-CHECK ONLINE

DURING 24 HOURS AFTER

victim'’s claim on
WWW.CYBERCRIME.ORG.UA

to get in banks information about
regions where money mules

have got cash or completed
cashless operations.



www.cybercrime.org.ua


COOPERATION BANKS & LEAS

5 WORKSHOPS IN 5 REGIONS: INTERBANK ANTI-FRAUD EXCHANGE-
Kyiv, Dnipro, Kharkiv, Odesa, Lviv. ONLINE SYSTEM for urgent information

. about fraud cases.
EQE-IELC I([')yAl)I:Ii(?IIi:c\Q{CI)DI;::(rSOI-IICI)DZISi;:e, Users: Banks, Payment Providers & Cyber Police.
Investigators, Prosecutors. WIKI-BASED INVESTIGATE-ONLINE
February, March, April, May, June. SYSTEM for summarized information
about actual schemes of payment fraud
types, their features and traces.

Users: Patrol Police, Cyber Police,
investigators, Prosecutors, Judges, Banks.



#SAFECARD UKRAINE

PROSECUTORS & JUDGES

PROSECUTORS

ROUND TABLES IN THE NATIONAL
ACADEMY OF PROSECUTORS.

Special information materials
for prosecutors and candidates
to prosecutors.

Printed collections of materials.




#SAFECARD UKRAINE

TARGETS

LEGISLATION The bill draft is enrolled in the Parliament of Ukraine

CITIZENS

LEAS & BANKS
COOPERATION




of Ukraine to make it compliant with international standards
and adequately address cybercrime related to ATM
and payment instruments fraud



LEGISLATION

m November, 4 2016. Draft of the hill #5361

that includes amendments in Article 200 of the Criminal Code of Ukraine is agreed, drafted
in cooperation with law enforcement authorities and National bank of Ukraine and enrolled
in the Parliament of Ukraine.

= During Q4 2016. Support letters

from National Police Cybercrime department and NSDC (Interdepartmental Research Centre
for Combating Organized Crime under the National Security and Defence of Ukraine)
were received by Parliament Committee.

m March 14, 2016. Draft of the bill recommended

for the re-first hearing by Parliament Committee on Financial Policy and Banking after non-
positive first hearing.



LEGISLATION

= 2 meetings: Parliament’s Committee on Financial Policy
and Banking working group and National bank’s working group

were held

Proposition (Comparative) table that includes amendments, arguments, propositions
to the Draft of the bill was discussed, developed and April,4 2017 addressed
by the Parliament Committee to the Parliament in form of re-newed Draft law.

m April,7 2017. Re-newed draft of the bill Ne 5361-a

re-registered for the re-first hearing.

= June, 20 2017. Draft of the bill Ne 5361-a failed

after non-positive first hearing.



LEGISLATION

= During Q3 2017. 4 meetings:

Parliament’'s Committee on Financial Policy and Banking working group and National bank’s
working group were held. Proposition (Comparative) table that includes amendments,
arguments, propositions to the Draft of the bill was discussed, developed and addressed

to the Parliament Committee in form of re-re-newed Draft law. Notes for the Governor

of the National bank of Ukraine regarding Draft law were prepared and presented.

m November, 7. Re-re-newed draft of the hbill #7270

was re-registered for the first hearing.

= More than 230 digital publications

of the importance of social support for the drafts #
and placed in the media during 12 month period.

5361, 5361-a, 7270 were drafted



#SAFECARD

AWARENESS CAMPAIGN

Enhancing the Ukrainians’ Security Awareness
in the Battle Against Payment Fraud




THE KEY REASON

for what we had conducted #SafeCard Awareness Campaign

37% of Ukrainians have experienced payment
fraud in 2016. This percentage has gone up
3 times since the 2014 study.

2014 2016



CAMPAIGN STAGES:

Pre-test

OCT - NOV, 2016

Awareness campaign

DEC, 2016 - SEP, 2017

Post-Test

SEP - NOV, 2017



PRE-TEST. IMPACT POINTS

= UKRAINIANS 55+ OLD experience the highest rate of payment fraud
in 2016, 15% of the elderly have experienced Payment Fraud

= WOMEN experience the greater rate of card fraud
in 2016, 13% of women and 10% of men have experienced Payment Fraud

= MORE THAN HALF of Ukrainians exhibit risky behavior
and need education on payment fraud prevention



PRE-TEST. KEY TAKEAWAYS

What Is To Be Done?

EDUCATE AND ENGAGE THE UKRAINIANS:

help consumers to understand how they can protect themselves against payment fraud

PROVIDE THE KEY CARD FRAUD SAFEGUARDS:

the Ukrainians do not understand the importance of many security measures but it's necessary
to keep their mind on the key ones

COMMUNICATE MORE EFFECTIVELY:

make educational materials easy to understand and available through all possible
communication channels



FOCUS POINTS

We've focused on providing the key safeguards
against top 4 wide-scale payment frauds:

Cash-trapping




“ONLY CARD NUMBER!"
a key safeguard against Vishing Fraud

“CHECK THE PAYMENT WEBSITE!
a key safeguard against Phishing Fraud

“COVER PIN!”

a key safeguard against Skimming Fraud

KEY FRAUD SAFEGUARDS

“DON'T GO AWAY FROM ATM!
If you didn’t receive cash without

any clear cause”
a key safeguard against Cash-Trapping Fraud

“BLOCK THE CARD
and apply to the Police through

the Cyberpolice’s web-site!”
a key what to do if one experienced Payment Fraud



OUTDOOR

M HOMEP KAPTKW —

| €AVHE, L0 MO)XHA
| nosigoMUTY TENEPOHOM!

30 billboards were erected on the .

o 1234 EL1B |
streets of Kyiv. The reach equaled 2,1 v e
Mio+ viewers. -

e




TRANSPORT
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ema.com.ua/vishing %ﬁﬁl

B .
" ONEPALLIIO 3ABEPLLUEHO,
HOMEP KAPTK — ot A FPOLLI

AKOMY PO3KPUBAELL
€AVIHE, L0 MO)XHA

KAPTKOBI AAHI! '
nosiAOMUTA TENNE®POHOM! - ‘ L

NMpvnvHn po3moBsy, : __ =
AKLLLO NMTaKTh IHLWI AaHI! ,, M) ¥ HE BIAXOAb Bl4 BAHKOMATY!
e &, ) ¢ MepeBip oTBIp A4/ OTPUMAHHSA roTiBKU!

"

¥ 3aTenedoHymn Ao 6aHKy! [

Subway promotional campaign was conducted in Kyiv. The reach equaled 1,8 Mio+ viewers per day.



3A XXOAHNX YMOB NMEPEBIP CAUT, 3AXVCTW CBIA OMEPALLIIO SABEPLLUEHO,

HE PO3SKPVIBAUTE LI AKOMY PO3KPUBAELL
PEKBI3VTU CBOIX II-('.APTOK! KAPTKOBI AAHI! n I H-KOA! A rpoul“ AE?

] ) € 2 C  urEsoswes.prpel wask <atepd . \086p40 ¢
r 5 o '}
X MonoBHUTY MOGiNbHMIA i _
s Homep Tenedona Cyma (
_ +380 972134108 100 rpe = N
EEET f (2 . . ; 4 A -
4816 1234 5678 9012 hod 3 —— b N
Micaus  Pix S - ; %
o 17 123 i ! 1 .
S i *Ta . = . A ” I

Bam Tene¢goHyoTh i Nig pisHUMUM npusogamMmm Bawli kapTKOBi AaHi MOXXYTb BKpacTu Baw MIH-koa MOXXyTb BKpacTu Bawui rpoLui MOXXyTb BKpacTu
BUNUTYIOTb AaHi NNaT>KHOI KapTKKU, 6aHKIBCbKi Ha WaxpacbKMX caiTax, L0 MacCKyHTbCS nig vyac 3HATTA roTiBKM B 6aHKOMaTi nip 4Yac 3HATTS roTiBKM B 6aHKOMaTi
sms-naponi abo 3myLlyOTb 3HATU NIMITU? nig cauTv NaaTi>KHUX cepBiciB Ta 6aHKiB. yepes BCTaHOB/I€HI CTOPOHHI NPUCTPOI. Yyepes3 BCTaHOB/IEHI CTOPOHHI NPUCTpOI.

[ g ]

MpunuHITL po3MoOBY, ema.com.ua/blacklist i NMpukpusau MiH-kopf w He BiaxoAabTe Bif 6aHKoMaTy,

1 BA3A LUAXPANCBKMX CAVATIB TA iXHI O3HAKM o 1 Heé HEPEBipVIBI.IJVI OTBip
60 BTpaTuUTe rpouui! nig yac BBeAeHHA! NS OTPUMAHHS FOTIBKN!

Nnatixya KapTea MnaTixHa KapTEa MAaThxya KapTEa NnaTixya KapTEa
. ; , . ; ' . ; ' .
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Consumer educational posters were placed at Alchevsk Iron & Steel Works,
Slavyansky machine-building plant, 500+ Centers for legal aid providing and branches of 20+ banks.



SOCIAL
NEWSPAPER

The pensioner fraud newspaper is
being distributed among pensioners
at Centers for legal aid providing an
banks throughout Ukraine.

BYAbTE YBAXKHI! 3BAXUCTITb BALLI FPOLLUI BIA, LLAXPAIB!

COLIIAJIBHA

COLIIAJIbH/

AI3HANTECH,

AIK BIANOBIA,

KiGepnoniuia — genapi
3 NNaThKHUMMW KapTKarn

«Mama, s B 6igi'»

Ayxe NoWWPeHWiA BUA LaxpaincTe
BaTW Big iIMEHI BNM3bKNX, AKi NOTPa
ny. IHKOAW Laxpail Takox Kaxe, U
Ui, | € MOXNUMBICTL BPATYBATK 6AK
Big NOKapaHHa (NpUMipoM, 3a ck
Big xBUNioBaHHA NOAW BTPayaloTe
3AaTHI BIAAATW BCi CBOT rPOLWI 3104

«FKLLD M FOBOPHMO NPO TenehoHHE
TO Lig NCMXONOFA, — KOMEHTYE Kepie

Y NErKO WWAXPAIO
BAC HAAYPWUTW (TECT)

v

OBEPE)XHO!

AK BIANOBIAATA BECHA Y CEPLLI:
TENE®OHHOMY I.I.IAXPAIO. KOHCY/bTALLIA
nopAgMn KIBEPI'IOJ'III.I," KAPAIONOTrA

" T

MeHTy kibepnoniyi Ceprii flemeatok.

«AKLLIfA» 3 LU,

3N0BMMCHUKW KOPUCTY
OTPUMAaTK «nerki rpow
npusy a6o 3ycTpiTv Npo
OTPMaTK AaHi BaLIoi K
paxyHKW. ABa XKUTTEBI |

LLUAXPAI HA APOTI!

LLLogHA Wwiaxpai 06MaHIoTh KOPUCTYBaviB
NAATDKHMX KapPTOK Ha TUCAYi rPUBEHb.

3a gaHuMu noniuii, y 90% Bunagkie nig BMrnagom
«npauiBHMKiB» MeHciliHoro ¢poHay a6o 6aHKy
TenegoHywoTh B'AsHi! HaicTpawHiwe Te, wo mogn
nosigoMnalTh KOHPiAEHLUiHI AaHi CBOET KapTKWN,
He Po3yMilouM, L0 HAZAKTH 3/TI0YMHLLI0 «KH0Y»
A0 cBOro 6aHKIBCLKOro paxyHky. Fpyna pusnky —
KOpUCTYBaUi, cTapiui 55 pokiB. 3a3Bu4aii Liaxpai

LUAXPAMCBKI

LWaxpaii po3MOBNAE AK rapHui
neuxonor. BiH 3anakye, BMOBNAE
BUMArac WeWAKO NPUAHATIA pi
weHHsA, 0biyac «aerki rpowin,

LWaxpait BMiE NpUAYPIOBATUCE KN
33BMOAHO:  CNIBPOBITHUKOM  BaHK)
abo HaeiTe HaujoHanbHOro GaHky
Yrpaitw, cnyxGosuem MeHciiiHore

He nocniwaiiTe nepey
' AKLLLO BacC 3aNAKyOTE
CNyXaBeKy, 3acCNoKOAT
3 6NU3bKNX — i TINbIK

BAAKOTBCA A0 PiI3HOMaHITHUX XM TPoOLUiB, a6
3MYCWATH CBOK YKepPTBY BTPaTUTW NWIBHICTD. Ha cTop. 3

PO3KBIT LUAXPAVCTBA B YKPAIHI B% |

NPOgOBXKEHHS

Bif 100 rpxu — eTpayae KoxHa epTBa TenedOHHMX WAaXpaie.

112 000 rpx — Haii6inblwa cyma, AKy 3MOrM BKPacTH Waxpai 3 KapTku oAHI€l NloanHN.

275 000 000 rpH — npu6yTox waxpais y 2016 pouj.

LUAXPA MO)XXE NMPEACTABUTUCH BYAb-KVM: | 15202630

* «cniBpobiTHMKOM 6aHKy abo HaubaHky YKpaiHv» * «NONILUEACEKUM 4K cniBpo6iTHMKOM CBY»

(y 94% swvnapgxis!)

* «cniepo6iTHMKoOM MeHciliHoro doHay»

43 16, 20, 28, 30
* «CNiBpoBiTHMKOM KOMNaHii, AKa NpoBOAUTL 5,19, 24,
posirpaw BiHHUX npMsie» 531 1,211,16
NOTPIBHO 3/IOMUHLIO, ABM NIOAEN, AKUM 3ATENEDO- | 8 1,2,7
CKOPUCTATUCH 340BYTUMU AAHNMUA HYBAB LWAXPAIA, BUKA3Y- i
KAPTKW TA BKPACTW 3 HEI FPOLUI IOTb [JAHI CBOEI KAPTKW B e

90% p3BiHKiB WaxXpais — ue A3BiHKW 3 KONOHIWA Ta B'ASHMLb!

NMwaw, crapuwi 55pokie — rpyna pusuky. laxpai TenedgoHy0Ts iM HaluacTiwe! * &

1. 41 Moxe npauisHuK MeHciiiHoro ¢oHay, 6aH-
Ky YW noniuii Bumarati NosigoMuTi Romy Tpy-
3HaYHWiA koA Be3nekw 3i 3BOpOTHOTO GOKY KapT-
KA Ta Tepmin i gii?

A)Tak B)Hi

2. Y1 MOXNWMBO CAMOCTIHHO 3po6WMTH nepekas

TECT. AIBHANTECH, Y11 NEFKC

rpoLeid 3 uykol kapTk
mar?
A)Tak  B)Hi

3. Y1 pU3nKOBaHO Ka3:
oTpUMania B cMc-nosi;
$oH Big 6aHky?

PRI e T e TR T AT EAN R e TV AT AT P T L e

KiNbKa XBUNUH CTaH NOKPALLWUTLCA, — Kaxe nikap. — MuTu piguHy Tpe-
6a winuiA geHe, MiHiMansHa «go03a» — TPU KOBTKWM Hera3oBaHo! BOAW Ha
roAnHy. BapTo BUNWTK NIBCKAAHKW BOAM Nepej TUM, AK NAraTik CnaTi, Ta
BpaHLj HaTwecepues».

Mpasuno 3. COH — L& XXUTTA

EKCNEPT paavTe CTBOPWTH PEXUM, AKMA AONOMOXE NigTpMMmyBaTk Ba-
NaHC aKTUBHOCTI A BIANOYMHKY.

Naratv cnatv Kpawe y AOCMTE XONOAHOMY NpWMilleHHi (He Ginble
17-18 rpagycie). He nizHiwe, Hix o 21 roguHi. Toal Bci npouecu, Noe'A-
3aHi 3 HIYHMMYK BIONOrIYHUMK PUTMaMK (TOPMOHANEHWUMK, CEPLEBMMM)
ByayTe 3BanaHcoBaHi.

AKWO roguHi 0 3-4 paHky (y Tak 3BaHy «roAMHY CEPLUA») B Npoknaa-
ETECh i3 BiAYYTTAM TPUBOMY, TO HE BAPTO 3MYyLIYBaTW ceBe «4ocnaTues.
Kpauie 3po6iTe nepepsy, BUNWIATe Tpoxn BOAW, NOYUTaTe, BigkpUiiTe
BiKHO, LWOB Y KiMHATY NOTPaNUAO CBixXe NoBITPS.

IpPOKMAATUCE CNij BPaHL A0 8 roguHu. Liei yac 6inbLue BignoBijae npu-
pD,qHOMy PE)KMMY.

ByaeTe 3g0poBi!

[ [ 3
MIXBAHKIBCbKOKO
HUX CUCTEM EMA

19, 24,25 2,7,11,16

19,24, 25,

31 1,2,11,16,20
4,15, 19,

431 1,2,11,16,20
7,89,

24,31 1,6,7,15,16

15,24, 25 2,11,20

19, 20, 24 —
17.20.24,| 211,16,
| 7 20, 27-30
710 =

9,15,
|24, 25 hilikla
4,14,

E: 1,2,11,20

4,15,19, (1,6,7,10,11,15,

4,15,19, (1,6,7,10,11,15,

y

{ AyKe CKnagHo 3amunn-
eBipHi. Bawa 6GaHkiBcLKa
) BaHKIBCLKOro paxyHKy.
fl, WO BiH CNWTAE «yCLOro
Ui BiH xoue oTpumartk eci
[0 NUTaTu B KOpUCTYBada

"AaHi 100 KapTKIA (OKPIM HOMEPa — 16 LGP Ha MMLOBI CTOPOHI KapT-

Ku). Ui AaHi, a Takox MNIH-KoA AC KAPTKW Ta CEKPeTHI KOAMW, AKI Haacunae
6aHK B CMC-NOBIAOMNEHHAX Ha Baw MOBINEHWIA HOMepR — yce Le KoHgi-
AeHujiiHa iHdopmauia, ue sawa i3 6aHkoM TaemHWUS! Tak camo Hikonm
HE BapTO BlAA3BaTW CBOIKD KApTKY CTOPOHHIM NoaaM, AK 61 BOHW Bac He
BMOBMANWM — a/xe Le A3€ 3Mory nigrnegity koHGigeHUIAR AaHi kapTkn
abo npocTo BkpacTu ii! KopucTyBaTcs BaHkoMaTom Tex cnif, 2 obepex-
HICTHO — NpUKPMEBaIiTE KNABIaTYPY AONOHE, raMaHLeM abo kanenxom
ni4 4ac eeejeHHA MNIH-kogy. A aKwo GaHKoMaT He BMAAE Bam rpowi, He
BigxoAbTe Big HLOrO, a HeraiHo TenedoHyiTe 40 BaHky. 3AiRCHIYN
nnatexi B IHTepHeT, KOpUCTYHTECH NMLLE NepeBipeHUMK caiiTaMu.

BinbwicTeb Bignosigeii «b»

BiTaemMo, B 3HAETE, AK 3aXMCTUTICE BiA TenehOHHMX LWAaxpais Ta IHLWWX 0X0-
Yux Bac HagypuTv! KoxxHa signosigs «b» — npasunsHa BiANoBiab. YBaxHO
npoynTanTe Npaswna 6esnexkun NP1 KOPUCTYBaHHI NAATIXHOK KaPTKOK Ta
BMEBHEHO AoTpuUMyiiTeck ix! He BTpavaliTe NuNkHICTL, a4xe Wwaxpal ayxe
BUHaxiANMBI. 3aBxaM namATaiiTe, WO Waxpai HaMaraTMMEeTLCA Bac 3ns-
KaT 4K, HaBnakw, MNOTILWATIA AKOHCE Yy ADBOHD 3BICTKOW [HaanKﬂE,ﬂ, no-
o6iuaTi Haabaeky Ao nexcii). He Bipte nro6'AzHoMY ronocy Ta BeiuIMBOMY
CMiNKyBaHHIO — Waxpaii nige Ha Bce, abv BKpacTy Bawwi cratku!

Hi AaHi ceoei kapT-
A kop Beanekw 3i
X (y Apyromy eu-
aHi NoTPI6HI AR
D B [HTepHET (Ha-
YK NOKYNKN
W He 3anuTae

HaRkpawwi Bu-
A kog Be3neku 3i
M bnoMacTepom
f B HE 3MOXEeTe
MUMOXiTE»,

A rpoLueii
t_lvl. BiHHMUA):

W rotiexky 8 6aHko-
ri.ue rpoLeii He oT-

H8 rpoLueid, a Ha

BHHA «OTpMMaIA-
|— Hiuoro! 3a xeu-
5aHKy npo anaauy
) HeraiHo Wt A0
[nepuia nonosuHa
8 keapranie. Npi-
[BrpKko nepesipne
[Ane x Hacnpaegaj
JoBiTHMKOM BaHky
IAKOro TexHi4Horo
4 BaHky ckazanu,
JBneHa Akach Ha-
ina, a notim Kpaaii

BiA GaHkoMaTy».

FA3ETY CTBOPEHO YKPAIHCLKOI MIDXKEAHKIBCLKOHO
ACOLUALLIEIO YNEHIB NAATDKHWUX CUCTEM EMA

| |

IcTopin 4. Bukpagenus NiH-koay
Poznoeigae Banentrna Cepriisna (Yxropoga):

3

«fl BUKNAAAI0 IHPOPMATIKY, CIAKYIO 38 HOBHAMK
Npo piHi TexHiUHi «NpopKBMe, Hamarawcs nna-
TWTK KapTKOK, KOW MOXY. MNpoTe B Hawif igank-
Hi Hema TepMiHany, ToMy 3HiMaw rpowwi Ans obigy
B OAHOMY i1 TOMy camomy GaHkomarti Henoaanik.
¥ noxeninok 3Hana 100 rpyeeHs, a HaCTYNHOro AHA
OTpUMana NoBiJOMAEHHS, WO Ha4ebTo 3HOBY 3HI-
mato rpowl — ax 1500 rpweeHs! A HaBITL He CTana
Birtn o BaHkomarty, oapasy 3atenedoHysana Ao
BaHky. KapTky za6nokysanu, npote 1500 rpveeHs
A BTpatMna. Ix BKpany Waxpai, Aki, AK NOTIM MeHi
po3nosiny y baHky, BctaHoBMNKW B BaHkoMmaTti npu-
CTPIiA, WO 3anuncas BCi AaHi KapTku»,

KomenTtap paxieus:

Bonogumup OmMenb4yK, rofloBHWA cneuia-
NicT-aHaniTMK HanpAMy MOHITOPWHIY pU3n-
KiB NNaTDKHWUX KapToK YnpaeBniHHA eKoHo-
MiuHOl 6e3nexu AT «YKpekcumBaHKs:

«llaxpai BCTaHOBNIIOTL CBOT NPUCTPOT Ha BaHKo-
matu. Ha oTBip ANnA BKuAAui roTiBKW CTAaBNSTE Ha-
KNajKy — MeTanesy NnaHKy 3 ABOCTOPOHHIM cKoT-
yem. MPOoLLOBI KyMIOPW NPUKAEHOIOTECA 40 CKOTYY,
a NNaHKa He J03BONAE M «BUATU» HA30BHI. Tomy
KOPWCTYBaY He MOXe OTpUMarui rotieky, npote
Kpagiit, AKMA BCTAHOBWMB NAAHKY, 3AaTeH 3HATK i 3a
XBHUAWHY. Y BUNaAKY 3 kpaaixkoro MIH-kogy Mosa
Afe Npo BCTaHOBNEHHA MiHIBTIOPHOI KaMepK, a Ta-
KOX 3anMCyHoro NpUCcTporo B OTBIP AN KapTok.
MpwWCTpiid Konitoe AaHi KapTkw, a kamepa 2HIMae
seejenHa MiH-koay. Lkoro AoctatHeo, a6y noTim
CKOPUCTATUCH A3HUMU ANA BUTOTOBAEHHA NiAPO-
BNeHOi KAPTKI Ta IHATTA KOLUTIB. AK YHUKHYTH Wa-
XpaiicTea? 3aBx K 3aKpUBaiiTe KNaeiaTypy pykowo
nig uac eeefeHHA MIH-KoAY (A0NOHEHD, CYMKOLD,
raMaHueM YK LUANKoK). AKLWO X 6aHKOMaT NoBi-
AOMUWE Mpo BUAAYY KOLWTIB, ane rpoLli 4oMych He
3ABANNCE 3 OTBOPY, He BigxoaLTe Big BaHKoMary,
a HerailHo TenedoHyiATe Ao BaHky (Homep € Ha
kapTuyi abo Ha BaHkomari) i kepyATecs Nopagami
GaHkiecekoro cniepobiTHWKa. AkuWo sigiilaeTe Big
BaHkomaTy — T IRBMTLCA KPaAid, AKWIA 3HIMe Ha-
Knagky i rpoLli pasom 3 Herols,

(EPTBOIO LUAXPAIB

* 3pepHiTkca go KiGepnoniyiil
TenedoH: +380 (44) 374 3713,
caiiT cybercrime.gov.ua

aTypy 6aHkomary
BaLOi KapTkn?

1Ty, AKLLO Ha Aoro
HHA «OTpuMaiTe
#MA3e rpoLi?

nocnyramv Heei-

AOMOrO cepeicy ANA Nnarexie y IHTepHeT?
A)Tak B)Hi

10. Yw roToBi BW BIAAATW CBOK KapTKy AD PyK
HEe3HAMOMLA, AKLLO BiH 06ILAE BaM Nepekasaru
Ha Hel FPOLIOBMIA NP3 YK IHWY BUHArOpoAY?
A)Tak B)Hi

PesynkLTar TecTy Ha cTopiHui 4.




#SAFECARD AWARENESS CAMPAIGN | COMMUNICATION CHANNELS

SMM

Mamo,
A B biai,
NOTPIiGHi

rpowui!

I"PABH."A" : S| R e ) pae : ki =5
| IKapTKoBux pospaxyHKa — NMIH cBi B 6aHKOMATI ) Takun oT, ManaTa,
npukpuealo 3aexgu a! A Tn? g ¢ilUMHroBMA canT
|b Hpaewtcs D KommeHTapwui &> Nopenwutben - v
DS\:: 55 ToN KOMMEHTADHEE 0 Cynep () Kommentapwia &> NMopenuthen = v i@ Hpaeurcs () Kommentapwit &> NMogenuteca o v

il i il ol - . L

SMM campaign has been running on Facebook and Vkontakte.
The total reach equaled 4,3 Mio+ social networkers.



#SAFECARD AWARENESS CAMPAIGN | COMMUNICATION CHANNELS

INTERNET

EAWHCTBEHHOE, YT il
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Educational banners were placed on 400+ most reach websites (YouTube, Skype, OLX etc.).



YOUTUBE
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BaEKiBCBXKUA

Sms-naposis MonoBHUTU paxyHOK

LLUAXPAI BCTAHOBJTHOKOTb ®AJIbLLUUNBY MJIAHKY
HA OTBIP A/11 OTPUMAHHA NOTIBKU

The total TV ratings on YouTube are 1,0 Mio+ + views.

3ANNC LUAXPANCbKOI BIAEOKAMEPW



https://www.youtube.com/watch?v=ajj9wKVgSVc
https://youtu.be/p1Ev7i07y1A
https://www.youtube.com/watch?v=6PUj75uG_G0&t=2s
https://www.youtube.com/watch?v=G1J1GDNaUt8&t=2s
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M HEBHMMATENBHOCTb.

The total amount of publications
in the Ukrainian media as a result of Mass Media
Campaign is 2K+ publications.



PAYMENT FRAUD AWARENESS

4 TIMES 3 TIMES TWICE

Non-awareness of need- Non-awareness of need-use Non-awareness
not respond to calls asking a known online payment service of need-cover PIN at ATM
for card account information,  for card-to-card payments and was down by half

need-get off the phone and call top-up decreased three times
the bank decreased four times



KEY TAKEAWAYS

Consumer behavior tends to be less risky.

But the Ukrainians need a follow-up and regular
education on payment fraud prevention.



DEVELOPMENT

SOFTWARE AND
HARDWARE TOOLS

to help Police receive and check information
about ATM and payment fraud




CRIMECHECK ONLINE WEB-APP

was developed to to automate CyberPolice interaction with banks
on the appeals of citizens in connection with the Internet fraud.
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Application successfully helps to stop money laundering schemes.
During 6 month period more than 6000 citizens’ appeals to CyberPolice were processed in the system.



CARDCHECK ONLINE COMPLEX
WAS SUCCESSFULLY IMPLEMENTED

to help CyberPolice and Patrol Police in minutes
receive information from payment card
magstripe in order to:

m determine is it counterfeit card

MELNIKOV/LEONID
MasterCard (Maestro, Cirrus)
CITIBANK N.A.
CLUA
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m establish issuer bank and country

m check whether this card
was involved in money laundering scheme

HaHHblie Ha KapTe coenagarwT?

AA HET

citibank

Banking Card



of criminal justice professionals and their cooperation
with banks dealing with criminal proceedings related to ATM
and payment instruments fraud
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INTERAGENCY
WORKING GROUP LEA & EMA

= July, 23 2016. Working group EMA - Cyber Police Dep. - Patrol Police Dep.

was created by decree of National Police Head. Aim: to develop schemes of cooperation
to prevent andto investigate crimes with payment instruments and ATMs.

m During 2016-2017. 4 meetings of working group were hosted by EMA.

= During 2017. Representatives of Patrol Police and Cyberpolice Depts.
have been participated in 3 interbanks Payments and Credits Security Forums meetings.

= Schemes of cooperation were elaborated and included in reviewed
version of cooperation procedures Banks - Cyber Police.



WORKSHOPS FOR BANKS & LEAS

= February, 28 2017. Kyiv.

30 participants from Kyiv, Kyiv region,
Vinnytsia, Zhytomyr and Chernihiv regions.

m April, 5 2017. Dnipro.

27 participants from Zaporizhzhya,
Kirovohrad, Cherkasy and Dnipro regions.

m April, 25 2017. Kharkiv.

29 participants from Luhansk, Donetsk,
Sumy, Poltava, Kharkiv regions.

= May, 30 2017. Odesa.

26 participants from Kherson, Mykolaiv,
Odesa regions.

= June, 20 2017.

32 participants from Lviv, lvano-Frankivsk,
Zakarpattya, Chernivtsi, Volyn, Ternopil,
Khmelnitskiy regions.

Structure of participants:

Regional Banks, Cyberpolice, Investigators,
Prosecutors, trainers and students of Kharkiv
Academy of Internal Affairs.

Results:

Enhanced algorithms of cooperation
and prevention; workshops participant’s
registration in Exchange-online

and Investigate-online.



CYBER-WIKI INVESTIGATE-ONLINE
FOR LEAS WWW.C-WIKI.COM.UA

Software for Cyber-Wiki Investigate-online

was installed and customized, information structure of the system was created and filled with basic
information.

Main topics:

Basic principles of payment systems functioning, ATM Fraud, POS Fraud, Card-Not-Present Fraud,
Social Engineering Fraud, Cardholder Fraud, Remote Banking Systems Fraud.

Actual number of users in test mode: 115.

Users: Banks, Cyberpolice, Investigators, Prosecutors, trainers and students of Kharkiv Academy
of Internal Affairs.



Interbank Antifraud
EXCHANGE-ONLINE SYSTEM

ibecom.ua

87 NEW EMPLOYEES of regional units of Cyber Crime Police were
connected to and started to use information in system.

Total number of CyberPolice users in Exchange-online: 129.



PROSECUTORS

& JUDGES AWARENESS




PROSECUTORS & JUDGES AWARENESS

= Sighed memorandums of cooperation
with National Academy of Prosecution of Ukraine and National School of Judges of Ukraine

= 4 thematic workshops
for Prosecutors and candidates in Prosecutors were held in National Academy of Prosecution of Ukraine

= 2 thematic lectures
were held in National School of Judges of Ukraine

m Text for manual for prosecutors and judges

concerning basic principles of payment systems functioning and crimes with usage
of their infrastructure and instruments was prepared and collaborated with representatives
of Prosecutor and CyberPolice
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